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Watermark module

1.1 Introduction

The Watermark module for EIKONA for Windows is an extension module con-
taining an innovative algorithm for casting and detecting watermarks in digital
images. Image watermarking is a technique for embedding a signal called signa-

ture or watermark ' to a digital image, so that unauthorized copying of the image
is prevented. The watermark completely characterizes the person who applied it,
and, therefore, proves the origin of the image. Section 1.3 of this manual describe
the EIKONA image processing library functions for watermarks. Section 1.2 is a
user's guide to the Watermarks module of EIKONA.

1.2 User's Guide

1.2.1 Installation

To install the Watermark module just copy the \watermarks.dll" �le in the di-
rectory where EIKONA is installed The module will be automatically loaded by
EIKONA the next time you run it.

1.2.2 Casting a watermark

In order to apply a digital signature to an image, we use the option Modules,

Watermarking, Cast Watermark. In the dialog box, we select the source and
destination image bu�ers ; checking the Color image button if the image to be
signed is a color one. �eld. In the Key �eld we provide a positive number between
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Figure 1.2.1 Initial image \St.Gregorios".

0 and 232 � 1 to be used as a seed for the encryption algorithm. Then, from the
Watermark level group we select the desired embedding level . The embedding
level speci�es the robustness of the watermark. As the embedding level increases,
the watermark becomes more robust under image modi�cations, such as JPEG
compression and digital �ltering. However, perceptually visible e�ects may arise.

Figure 1.2.1 shows the initial grayscale image \St.Gregorios", and �gure 1.2.2
shows a signed version of \St.Gregorios", produced with encryption key set to 1000,
and embedding level 2.

Figure 1.2.2 Signed image \St.Gregorios".
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1.2.3 Detecting a watermarked image

A signed image can be easily detected, if the encryption key is known. In order to
detect a watermark from an image, we use the option Modules, Watermarking,

Detect Watermark. In the corresponding dialog box, we provide the bu�er where
the signed image is stored, and the encryption key which was used to sign the
image. We check the Color Image �eld if the source image is a color image. After
pressing OK the program comes up with a message specifying whether the image
was found signed with the given key or not.

1.3 Library functions

1.3.1 add wtr watermark

Subroutine to add a watermark on an image

LIBRARY MODE:

int add wtr watermark ( key, in1, in2, in3, ih, iv,
Cf, out1, out2, out3 )

KEY *key;
image in1, in2, in3, out1, out2, out3;
int ih, iv;
int Cf;

key : pointer to a structure KEY long seed, int wpow.
in1, in2, in3 : original RGB image bu�ers (in2=in3=NULL for BW case)
ih, iv : horizontal and vertical size of the original image
Cf : 
ag (0:BW image else Color image)
out1,out2,out3 : watermarked image RGB bu�ers (out2=out3=NULL for BWcase)

SHORT DESCRIPTION : This function determines the pixel positions for
watermarking, creates a watermark mask and �nally superimposes the watermark
on the original image producing the watermarked image. The embedding level
key (wpow) must be in the range [0,4]. The bigger it is, the bigger is the
resistance (and the visibility of the watermark).
RETURN VALUES: 0, -1, -9, -21, -36, -400

SEE ALSO : detect wtr watermark( ).
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1.3.2 detect wtr watermark

Subroutine to detect the existence of a watermark in an image.
LIBRARY MODE:

int detect wtr watermark ( key , in1 , in2, in3, ih , iv , Cf , p , R)

KEY *key;
image in1, in2, in3, out1, out2, out3;
int ih, iv;
int Cf;
double *p;

oat *R;

key : pointer to a structure KEY long seed, int wpow.
in1,in2,in3 : RGB image bu�ers (in2=in3=NULL for BW case)
ih, iv : horizontal and vertical size of image
Cf : 
ag (0:BW image else Color image)
p : pointer to the calculated signi�cance from t-test
R : pointer to the ratio of the correctly detected pixels per total

watermarked pixels.

SHORT DESCRIPTION : This function searches for the watermark speci�ed by
the key. The statistical t-test is applied to determine the di�erence of intensity
means of two image subsets determined by the watermark. T-test returns the
signi�cance Perr of the di�erence between the mean values of the two data sets. If
log(Perr) > THRESHOLD (=constant), detection of the watermark is assumed
to be successful. The function returns also the ratio of the correctly detected
pixels per total number of watermarked pixels.
RETURN VALUES: 0, 1, -1, -9, -21
SEE ALSO : add wtr watermark( ).
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